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This webinar is being recorded and will be made available in approximately 7 days.

*  YouTube (youtube.com/conexxusonline)
*  Website Link (conexxus.org)

Slide Deck

«  Survey Link — Presentation provided at end

Participants
»  Ask questions via webinar interface
»  Please, no vendor specific questions

+  Our webinars may be used toward PCI continuing education credits. Please contact arussell@conexxus.org for questions regarding a
certificate of webinar attendance.

Email: info@conexxus.org
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We are an independent, non-profit, member driven
technology organization
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C-Store Technology of the (Recent) Past

Securely Connecting to Third Party CONEXXUS >X

Vendors from your C-Store solve forward



POS Connecting to Payment/Loyalty Hosts via IP.
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C-Store Technology of Today - POS
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@ EMV POS/Loyalty g Stored Value Cards

=2 EMV Dispensers Car Wash
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I Mobile Payments (358 ) License Plate Readers
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C-Store Technology of Today - BOS
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[E Voice over IP (VolP) Phones @ Time Clocks

- Automated Tank Gauge (ATG) = Customer Wi-Fi

- Dispenser Media Internet of Things (loT) Sensors

[. 1] In-store Music IP CCTV



C-Store Technology of Today
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Security Issues to Consider
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What's connecting where?
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What's connecting where?

What information is being exchanged?
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What's connecting where?

What information is being exchanged?

How Is the connection made?
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What's connecting where?

What information is being exchanged?

How Is the connection made?

What else has access to the data?
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What's connecting where?

What information is being exchanged?

How Is the connection made?

What else has access to the data?

Who has access to the configuration?

Securely Connecting to Third Party CONEXXUS

Vendors from your C-Store solve forward

4
\



What’s Connecting to Where?
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What Information is Being Exchanged?
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How iIs the Connection Made?

Via Virtual Private Network (VPN)
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No VPN
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Where do | Start?
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Start by segmenting & set controls
=P = Y
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Understand your store’s environment
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Understand your store’s environment

Determine store communication requirements
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Understand your store’s environment

Determine store communication requirements

Know who has admin access
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Website: www.conexxus.org

Email: info@conexxus.org

LinkedIn Profile: Conexxus.org

Follow us on Twitter: @ Conexxusonline
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DISCLAIMER: Conexxus does not endorse any
products or services that may be described or
mentioned in this presentation. The views and
opinions expressed in this presentation are solely
those of the speakers and not of Conexxus. By
hosting this webinar, Conexxus Is not providing any
legal advice; if you have any questions about legal
Issues raised or discussed, you should seek the
assistance of attorneys who are competent in that
area.
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